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Protect Against Internal and External Threats

Cybercrime is everywhere, and government agencies are attractive targets for anyone who
wants to create havoc for reasons like financial gain, political motivation or revenge. You need
to close the gaps in your network to ensure the safety of your data and operations, 24x7.

And you must protect your systems from breaches coming from both inside and outside the
organization. Do nothing -- or don't do enough -- and you can miss vulnerabilities that could
take down your entire IT infrastructure.. Our solutions can protect your information assets from
security threats — both internal and external.

Solutions That Eliminate Security Gaps

Quest takes an enterprise-wide approach to cybersecurity, helping to ensure there are no
unknown holes lurking in all of your infrastructure, not just in one application or one operating
system. Quest’s solutions include an extensive set of technologies for:

- Controlling system access

- Protecting data and applications

« Implementing and enforcing policies
« Recovering quickly

- Alerting and reporting

Controlling System Access
With Quest’s solutions, you can centrally control access with real-time alerting and automated
enforcement, no matter how heterogeneous your environment is. Turn to Quest to:

- Leverage your Microsoft Active Directory investment to include non-Windows systems

- Easily add multi-factor authentication methods for stronger, more secure user
authentication

« Automate tedious and error-prone manual provisioning tasks such as assigning user
permissions based on job roles and rules for a true least-privilege model

«  Implement strict, granular management of accounts with elevated privileges

- Centrally audit your identity infrastructure with real-time alerts, secure log consolidation,
and built-in expert knowledge

Protecting Data and Applications

Quest’s solutions ensure that key applications are locked down. Quest can:

« Virtualize workspaces, limiting physical access of users to just the systems, applications
and data they need

< Prevent data leaks by enforcing centrally defined configurations across components
used for real-time messaging

« Secure both data and applications by moving them into a safer, easy-to-maintain data
center applications and platforms

DATASHEET

BENEFITS

« Control system access — use your
existing technology to lock down access
so that only the right people get the
right access

« Protect data and applications — build
strong barriers between your internal IT
components, the IT systems themselves,
and the outside world

« Implement and enforce policies —
leverage a single trusted source to
translate consistent policies into
centralized, enterprise-wide controls

« Recover quickly — ensure a fast and
complete recovery when downtime
happens due to an accidental deletion
or a malicious attack

« Alert and report — deliver real- time
notifications and detailed audit reports
on high-risk systems

“Not only has Policy Authority given us peace
of mind in regards to securing our network, but
IM use is becoming widely accepted culturally.
Employees are seeing huge productivity gains
by being able to easily and immediately
communicate with both internal and external
contacts.”

— Matt Bushman
[T Analyst
Rochester Public Utilities
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Implementing and Enforcing Policies CAPABILITIES

Quest’s solutions bring you top-level, policy-based control that ensures a better managed, Data Control for Desktops
more secure environment. The solutions give you the power to: .

« Provisioning
- Centrally enforce your policy-driven access controls across the entire enterprise, 24/7 - Deployment

- Regulate administrative access to Active Directory through an enforced least-

- Management
privilege model

. o . ) . - Data loss prevention
« Reduce the risks of Unix/Linux root privileges, with an audited, centrally managed

environment that spurs productivity + Strong authentication
- Securely gather event logs, preserving audit trails and catching policy violations + Support for all major hypervisors

Communications Management for

Recovering Quickly Exchange, Unified Communications

Quest’s solutions ensure that key applications are locked down. Quest can: and Instant Messaging
' ) L . . « Auditing
- Virtualize workspaces, limiting physical access of users to just the systems,
applications and data they need + Monitoring
- Prevent data leaks by enforcing centrally defined configurations across components + Archiving
used for real-time messaging . Recovery
Responding and Reporting « Permissions management and policy
enforcement

Quest’s products can dramatically increase the availability of IT management information
and bring it together in intuitive formats to suit a variety of organizational roles. These
products: « Information control

- Privacy protection and security

) ) Access Control for the Enterprise
- Collect, store, and report on data from across the enterprise — with a strong

emphasis on security configuration and resource access - Single sign-on
- Provide powerful reporting for your entire archived collection of native event and + Directory consolidation
system logs . Auditing

- Deliver instant status updates and event information from across your virtualized

- Strong authentication
desktop environment, keeping you informed and in control

- Password management
About Quest Software, Inc. - Provisioning

Quest Software (Nasdag: QSFT) simplifies and reduces the cost of managing IT for more - Privileged account management
than 100,000 customers worldwide. Our innovative solutions make solving the toughest
IT management problems easier, enabling customers to save time and money across

physical, virtual and cloud environments. For more information about Quest solutions “We can now enforce policies that we had no
for administration and automation, data protection, development and optimization, hope of enforcing before. ActiveRoles Server
identity and access management, migration and consolidation, and has done everything we expected it to do, and
performance monitoring, go to www.quest.com. more. We are very pleased”

— Kerri-Quaan Stewart
Director of Application Development
and Database Administration
Barry University
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